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Detection Method of Forged Satellite Images Based on Spatial Multi—Scale Features

HAO Xiaochen'>?*, LIU Xiaoyong'*

(1. College of Physics and Electronic Information Engineering , Guilin University of Technology ;2. College of Computer Science and Engineer-
ing, Guilin University of Technology ;3. Guangxi Key Laboratory of Embedded Technology and Intelligent System , Guilin 541006, China)

Abstract: In recent years, deepfake technology has increasingly infiltrated the field of satellite imaging, posing significant threats to society
due to the potential dissemination of falsified satellite images. To address this issue, a dual-stream network model utilizing dual color spaces
and spatial multi-scale feature fusion has been proposed for detecting forged satellite images. Specifically, a spatial multi-scale feature fusion
module is designed to capture subtle variations within images. This module is further enhanced by incorporating the SImAM attention mecha-
nism, which improves self—calibrated convolution, thereby enhancing the model’s ability to capture both local and global information. Addi-
tionally, dual color spaces are utilized by integrating features from the YCbCr color space alongside the traditional RGB color space. This ap-
proach further enhances the model’s robustness, particularly in handling various image processing operations. Experimental results demon-
strate that the proposed method achieves an F1 score of 99.0% on the UW dataset, surpassing existing detection methods. Further testing un-
der common conditions such as JPEG compression, Gaussian noise, and blurring shows that this method exhibits superior robustness, under-
scoring its reliability and practical utility in adverse scenarios.
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Fig.1 Some samples from the UW dataset
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Fig. 2 3D attention SimAM structure diagram
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Fig.3 Structure diagram of SMFM
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Fig. 4 Spatial multi—scale self-calibrated convolution module
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Fig. 5 Dual-stream forged satellite image detection model
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Table 1 Experimental results on the original dataset

ik P R F1
Zhao'®. 0.827 0.919 0.871
InceptionV3 TL'"7”! 0.927 0.926 0.926
VGG16 TL!® 0.965 0.965 0.965
Xception TLH® 0.953 0.953 0.953
Ours 0.992 0.987 0.990

SR AR R AR SO A A Dy TR AR AT 55 Hh
BFEILT A TT I AT PG SR AR BT T e 2y
B T AR BURIE B9 77 1% 32 BT 45 1 52 HCAG 200CR s
RIS A2 e R Oh 3 T2 IRMR R R 5 TR BE AT IR
JIF LA Zhao %5 S48 H (0 7 ik R X 2 . i3 T A%
2J 1) CNN F B T35 T F TAEM Jrik o M H Zhao 2
975 ¥ LA B T 3 88 2% ) 1Y InceptionV3 . VGG 16 Fl Xcep-
tion A5 TR, A SCRE T AR XU AG: I A Y £ A5 A 12 IO 0 2 i
NIT RS T B R bR SRR, RO R
432 JPEG %5 KW S 2 v 5L B

e P B A i R v, Bl > 220 JPEG TR 45 b B
JPEG JE 483 33 P8 15 5t 72 [H F (Quality Factor, QF ) AL [£]
15 5T 5 A B L AR 30 2 18] B O AR, DT S5 BN T8 45 1 4 i

T MG S SO RN Z A A ] . QF B HUE Y
FELIH H 4 1~100 22 [8] (K550, QF KU{RUB i , R 4 o BAIG, &
45 Ji RIS Jo it 5508 1y, SO R /N K 5 QF B8R IS,
a5 Ll R S BRI S B TR IR 2R
BLUSCHER/ANE /N R T DA 48 2R 52 M) T AR ) 45
P, 43 d H QF {8 75 .85 1195 X ik % i 47 JPEG &
a5, IR T 32X b S 6 % AR A AT I, S 5 4 SR A
F2WR .

Table 2 Experimental results on the JPEG compressed dataset
F2 JPEG EHEHIEELKLER

A+ RS P R Fl
Zhao'®'. 0.884 0.920 0.902
InceptionV3 TL'7”! 0.892 0.880 0.879
75 VGG16 TL!®! 0.958 0.958 0.958
Xception TL!'® 0.913 0.911 0.911
Ours 0.970 0.975 0.972
Zhao'®'. 0.858 0.936 0.895
InceptionV3 TL!'” 0.905 0.900 0.899
85 VGG16 TL!® 0.960 0.960 0.960
Xception TL!®) 0.941 0.941 0.941
Ours 0.972 0.982 0.977
Zhao'®'. 0.850 0.889 0.869
InceptionV3 TL''"! 0.924 0.923 0.923
95 VGG16 TL''! 0.962 0.962 0.962
Xception TL!®) 0.946 0.946 0.946
Ours 0.989 0.982 0.986
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Table 3 Experimental results on the Gaussian noise dataset

K3 BHREHEEIRER

A+ ik P R F1
Zhao'®. 0.814 0.851 0.832
InceptionV3 TL''7! 0.895 0.887 0.886
0.02 VGG16 TL'® 0.948 0.946 0.946
Xception TLH® 0.884 0.865 0.863
Ours 0.963 0.980 0.971
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Table 4 Experimental results on the Gaussian blur dataset

R4 BHEMBIEEIRER

W RS P R Fl
InceptionV3 TL!'" 0.876 0.865 0.864
x5 VGG16 TLH! 0.911 0.958 0.901
Xception TL! 0.880 0.856 0.853
Ours 0.988 0.845 0.910
InceptionV3 TL''”’ 0.815 0.772 0.764
o0 VGG16 TL!® 0.883 0.867 0.866

X

Xception TLH® 0.816 0.711 0.698
Ours 0.983 0.757 0.855
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Table 5 Ablation study results
x5 HELHER

Lty P R F1
SC+SMFM+SimAM 0.992 0.987 0.990
SC+SimAM 0.989 0.985 0.987
sc 0.985 0.982 0.983

STy 2k L FR W], 454 SC.SMFM Fl SimAM (1) 58 5 41 4
(SC+SMFM+SimAM ) 14 BE 5 14 , Precision , Recall fll F1 543
354 0.992 .0.987 F10.990, Z=Bk SMFM f5 (SC+SimAM ) ,
PERENS A T, (AR R F11550 7 0.987 . ALf H
SCHY,F1434r 4 0.983, SLER45 L UEM] T SMFM A1 SimAM
2R A P T TR 1 B O T H A AR
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Table 6 Ablation study results
%6 HRLBLR

HiE p R F1
RGB+YChCr 0.992 0.987 0.990

RGB 0.985 0.983 0.984

YChCr 0.981 0.980 0.981

S S5 R R, 454 RGB M YChCr 3l 38 (1) AU I 4%
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